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Netwrix Auditor for Office 365

Complete visibility into what's happening in your Microsoft Office 365

Netwrix Auditor for Office 365 maximizes visibility into user actions in both SharePoint Online and the hosted Exchange
component of Microsoft Office 365. It provides security analytics that enable you to quickly detect and investigate incidents that
threaten the security of your sensitive content and user mailboxes or your business continuity. This application delivers deep insight
into configuration, security and content changes, as well as data access, across all your SharePoint Online farms. It also tracks and
reports on changes made to your Exchange Online organization and helps you establish control over non-owner mailbox access.
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DETECT INSIDER THREATS

Netwrix Auditor for Office 365
delivers visibility into changes to
SharePoint Online and Exchange
Online security, configuration and
content;  suspicious — access  to
SharePoint ~ Online  lists  and
documents; and non-owner access to
Exchange Online user mailboxes. This
deep insight enables IT departments
to more effectively detect and
mitigate insider threats.
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CUSTOMER FEEDBACK

PASS COMPLIANCE AUDITS
WITH LESS EFFORT

Netwrix Auditor for Office 365
provides  out-of-the-box  reports
aligned with the requirements of
many compliance regulations, such
as FERPA, FISMA/NIST800-53, GLBA,
HIPAA, ISO/IEC 27001, NERC CIP, PCI
DSS and SOX. The Interactive Search
feature helps IT staff easily create
custom reports and quickly answer
auditors' questions.

INCREASE THE PRODUCTIVITY
OF YOUR IT TEAMS

Netwrix Auditor for Office 365
enables system administrators to
quickly uncover and investigate
issues that can adversely impact
business continuity or the security of
sensitive information. In addition, the
solution facilitates change control
and automates reporting tasks,
which further increases operational
efficiency and quality.

“The major benefit | see is that, with Netwrix Auditor, we gain a deep insight into our IT infrastructure that we didn’t have
before. The product adds a layer of security and accountability within the company. It is priceless for our customers who
rely on Xcentric to guarantee the integrity of sensitive data.”

Sam Hollis, Lead Infrastructure Engineer, Xcentric

AWARDS

#completevisibility | www.netwrix.com/auditor



https://www.netwrix.com/auditor.html
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Key Features of Netwrix Auditor for Office 365

ADVANCED REPORTING

CAPABILITIES
Easy-to-read reports and overview
dashboards deliver actionable
intelligence about changes in your
cloud-based SharePoint and Exchange
deployments, helping you keep your
Office 365 environment secure.
Advanced filtering, sorting and
exporting options make your work with
the audit data more efficient.
Subscriptions automate report
delivery to specific email addresses or
shared folders according to the
schedule you define.

FULL CONTROL OVER
NON-OWNER MAILBOX
ACCESS

Detect Exchange Online mailbox
access by someone other than the
owner to prevent exposure of sensitive
information to unauthorized use.
Reports detail all non-owner activity,
specifying exactly what actions were
performed on which specific mailbox
items, the client used and the
computer’s IP address.

Deployment

Options

ON-PREMISES:
netwrix.com/freetrial

Q INTERACTIVE SEARCH

Google-like, interactive data search
provides the flexibility you need to
quickly investigate a security incident,
ascertain the source of an operational
failure or provide answers to questions
from auditors. Easily supply and refine
your search criteria to quickly retrieve
the particular audit trail record you
need or establish the broader context
of an incident using traces from
multiple IT systems simultaneously.

VISIBILITY INTO
SHAREPOINT ONLINE
DATA ACCESS

Track down any improper user access
to your organization’s most sensitive
content. Netwrix Auditor for Office 365
delivers detailed information on who
accessed your SharePoint Online lists,
and who viewed or downloaded
documents from your SharePoint
Online sites.

VIRTUAL:

netwrix.com/go/appliance

HOW IS NETWRIX AUDITOR FOR

OFFICE 365 DIFFERENT?

SECURE AND EFFICIENT
LONG-TERM DATA STORAGE

An  exceptionally reliable and
cost-effective  two-tiered  (SQL
database + file-based) storage
system keeps a complete audit trail
for more than 10 vyears, and
ensures easy access to it
throughout the whole retention
period.

EASY INTEGRATION WITH
OTHER APPLICATIONS

A RESTful APl makes it easy to
integrate  Netwrix Auditor with
third-party or custom applications
to expand visibility into your
operations, improve data security,
and improve IT workflows such as
change management, service desk
and threat detection.

QUICK AND SIMPLE TO SET UP

Netwrix Auditor is easy to install and
configure; no professional services
are required.

CLOUD:
netwrix.com/go/cloud

Location: 640 S Hebron Ave. Evansville, IN | Phone: 812-476-6662 | Email: info@pinncomp.com | Website: www.pinncomp.com
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https://www.netwrix.com/auditor.html
https://www.netwrix.com/virtual_appliances.html
https://www.netwrix.com/cloud_opportunities.html
https://twitter.com/netwrix
https://www.facebook.com/Netwrix
https://www.linkedin.com/groups/2938637
https://www.youtube.com/user/NetWrix
https://community.spiceworks.com/pages/NetWrix
https://plus.google.com/+Netwrix
https://www.netwrix.com/social_communities.html

