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PREREQUISITES

This integration is specifically for Azure’s Cloud Based Active Directory (AD). To use an Active Directory
Group in Dark Web ID™ and BullPhish ID™, it will need to contain information for “givenName”,
“surname”, “jobTitle”, and “mail” to translate to BullPhish ID. If “jobTitle” is null, it will default to
“Employee.”

GRANT API ACCESS TO AZURE AD

1. Log into Azure Portal: https://portal.azure.com.
2. Click on “Azure Active Directory” in the left navigation menu.
3. Click on “App registrations” on the secondary menu.
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https://portal.azure.com/

4.

Click “New registration.”
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3.

On the “Register an application” page, provide application name, and select “Accounts in any
organizational directory” from the “Supported account types” radio button list.
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L Search resources, services, and docs

Home » - App registrations * Register an application

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| Your Application Namel N

Supported account types

Whao can use this application or access this API?
'C:' Accounts in this organizational directory only
'@:' Accounts in any organizational directory

'C:' Accounts in any organizational directory and personal Microsoft accounts (e.g. Skype, Xbox, Outlook.com)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

‘Web w ‘

e.g. hitps:/¥myapp.com/auth
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6. Application ID, Tenant ID, and Object ID are displayed. These will be needed to authenticate in Dark
Web ID (Not Pictured).

7. Click “API permissions.”

8. Click “Add a permission.”
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9.

10.

On the right-side menu, click “Microsoft Graph.”

- B Search resources, services, and docs

ons

zed to use APIs by requesting permissions. These permissions show up ¢

il

NAME TYPE DESCRIPTION
sh (1)
Delegated Sign in and read 1

ns that this application requests statically. You may also request user cor
lically through code. See best practices for requesting permissions

ns that require admin consent, please sign in with an account thatis an ¢

Request API permissions

Select an API

Microsoft APls APls my organization uses My APls

Commenly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive,
OneNote, SharePoint, Planner, and more through a single endpoint.

& \/m
Eﬂu
-

?i' Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

Data Export Service for

Microsoft Dynamics 365
Export data from Microsoft Dynamics
CRM organization to an external
destination

/™) Flow Service

Embed flow templates and manage flows

@ OneNote

Create and manage notes, lists, pictures,

Eilar el mmmrn i P aRlata mabnbnale

Click “Application permissions.”

) Azure Rights Management
Services

Allow validated users to read and write
protected content

0%-0 Dynamics 365 Business Central
Programmatic access to data and

functionality in Dynamics 365 Business
Central

;‘. Intune

Programmatic access to Intune data

Power Bl Service

Programmatic access
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A\, Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

D Dynamics CRM

Access the capabilities of CRM business
software and ERP systems

a Office 365 Management APls
Retrieve information about user, admin,

system, and policy actions and events
from Office 365 and Azure AD activity

Hf’/ SharePoint

Interact remotely with SharePoint data

Request APl permissions

CAll APIs

Microsoft Graph
https://graph.microsoft.com/ Docs [

pc
Delegated permissions
Your application needs to access the AP as the signed-in user.
d
or
n:
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What type of permissions does your application require?

Application permissions

Your application runs as a background service or daemon without a
signed-in user.
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11. Scroll down to “Group”, expand it, select “Group.Read.All.”

_ 2 Search resources, services, and docs

Test - API permissions Request APl permissions
Geo Test - APl permissions
< All APIs
« » EduAssignments
B overview API permissions » EduRoster
@4 Quickstart Applications are authorized to use APIs t y Eil
iles

grant/deny access.

Manage T Add a permission ~ Group (1)

B Branding

API / PERMISSIONS NAME Group.Read.All
Read all groups @

—3 Authentication

> Microsoft Graph (1) Group.ReadWrite.All
Certificates & secrets O Read and write all groups @
. User.Read
o API permissions » IdentityRiskEvent
These are the permissions that this appli
& Exposean APl able permissions dynamically through cc } IdentityRiskyUser
¥ owners
» MailboxSettings
Ml Manifest
Grant consent » Mail
Support + Troubleshooting L -
To consent to permissions that require a » Member
K Troubleshooting directory.
} Notes
'} MNew support reguest Grant admin consent fo
» OnlineMeetings
« 93 3 « ”
12. Scroll down to “User”, expand it, select “User.Read.All.

13. Click “Add permissions.”

¥ Reports
al

P SecurityActions
v P SecurityEvents

P Sites

» Threatindicators

¥ User (1)

n User.Export.All
Export user's data @

Yes

0 User.Invite.All
Invite guest users to the organization @

User.Read.All
i Read all users’ full profiles g '

0 User.ReadWrite.All
Read and write all users’ full profiles @
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14.

+ Create a resource
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«

From the API Permissions page, click “Grant admin consent for Default Directory” button. This action
requires admin level access.

Microsoft Azure P Search resources, services, and docs

Home > Default Directory - App registrations *

Darweb ID Test - API permissions

B overview

€4 Quickstart

Manage

B8 Branding

—:‘) Authentication
Certificates & secrets

2 API permissions
Expose an API

¥ owners

M Manifest

Suppert + Troubleshooting

XK Troubleshooting

'2 New support request

@

API permissions

Applications are authorized to use APIs by requesting permissions. These permissions sh
grant/deny access.

T~ Add a permission

API1/ PERMISSIONS NAME TYPE DESCRIPTION

¥ Microsoft Graph (5)

Directory.ReadWrite.All Application  Read and
Group.Read.All Application Read allg
Group.ReadWrite All Application  Read and
UserRead Delegated  Sign in an
User.ReadWrite.All Application  Read and

These are the permissions that this application requests statically. You may also request
able permissions dynamically through code. See best practices for requesting permissio

Grant consent

As an administrator, you can grant consent on behalf of all users in this directory. Grantit
means that end users will not be shown a consent screen when using the application.

| Grant admin consent for Default Directory

Grant admin consent for Default Directory
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15. Click on “Certificates & secrets.”
16. Click “New client secret.” This Secret will be needed to authenticate with Dark Web ID. Important:
The Client Secret is only visible at this time and should be safely recorded or used, as it will not

be retrievable later.

Microsoft Azure L Search resources, servi
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di  Quickstart

Manage
B eranding

—:’) Authentication

Certificates & secrets

9= APl permissions
& Expose an AP
i Owners

Bl Manifest

Support + Troubleshooting
K Troubleshooting

& New support request

«

Credentials enable applications to identify themselves to the au
higher level of assurance, we recommend using a certificate (ins

Certificates

Certificates can be used as secrets to prove the application’s ide

| T Upload certificate |

THUMEPRINT

Mo certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity wh

| T New client secret

DESCRIPTION E}

Mo client secrets have been created for this application.
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AUTHENTICATE WITH DARK WEB ID

17. Log in to secure.darkwebid.com.
18. Click “Directory” next to the Organization you would like to associate with your Active
Directory.
DIRECTORY OPERATIONS
— EDIT | REMOVE | DIRECTORY

19. Enter the Tenant ID and Client ID from step 6 and the Client Secret from step 16.

DIRECTORIES

Credentials =
Active Directory Tenant Id

Client Id *

Active Directory Client Id

Active Directory Client Secret

DISCARD CHANGES SUBMIT
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20. Select which AD Group you would like to associate with your Organization and spot check the
first 20 entries to confirm it is correct. Click Submit.

DIRECTORIES

Credentials +

Group Selection *

All v

Y

First 20 Users in this Group —

FIRST NAME LAST NAME POSITION

21. If successful, you should receive a visual indicator on the Partner Dashboard next to that
Organization. This Active Directory Group can now be used in BullPhish ID.

\/ EDIT | REMOVE | DIRECTORY
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USING ACTIVE DIRECTORY IN BULLPHISH ID

22. Navigate to BullPhish ID (Phishing or Training) and click on “Directories.”

HOME ACCOUNT ~ SUPPORT ~ LIVE DATA SEARCH BULLPHISHID ~

LANDING PAGES GROUPS I]lHE[:jU[]HIES SENDING PROFILES

23. Select the Organization | Active Directory Group combination you would like to import.

IMPORT DIRECTORY

Associated Organizations with Directory *

ID Agent Org | All

Select the Organization's Directory you would like to import.

O

24. If you received any errors, you can make adjustments in your Azure Active Directory

group to address, then re-sync within BullPhish ID by clicking “View” on a Directory, then
“Sync.”

==
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25. Use the Active Directory Group to create a campaign! The Active Directory Group will
automatically sync with Azure upon campaign creation before any campaign emails
are sent.

Group *

Accounting

Engineering

Marketing

Sales

Directory: ID Agent | BullPhish AD Group

If you have questions or need further assistance, please contact your Partner
Success Manager or email support@idagent.com.

bt AGENT Azure Active Directory Guide V1.0 | Page 13 of 13

~Kaseya company


mailto:support@idagent.com

	coverpage_azure guide.pdf
	Azure Active Directory Guide.pdf
	PrerequisitES
	Grant API Access to Azure AD
	Authenticate with Dark Web ID
	Using Active Directory in BullPhish ID


